


























Information Technology
2025 Strategy and Initiatives Update 



Agenda

1. Threatdown DNS Filtering 

2. PhishER

3. SecurityCoach

4. Upgrade to Windows 11

5. CCure IQ Badge Software and Door Access Controller Upgrade

6. HillRom Nurse Call System Upgrade

7. Patient Online Appointment Scheduling



Threatdown DNS Filtering

1. Block Malicious Websites

2. Enforce Organizational Security Policies

3. Decrease Non-Productive Browsing

4. Satisfy Regulatory Mandates

**DNS attacks are common, with over 90% of organizations 
experiencing one or more attacks annually. These attacks can lead 
to data breaches, financial losses, and downtime. 

(Carnesi, K. (2024, August 13). Old Technology, new tricks: Why DNS is still a major security 
target. Forbes.)



PhishER: Advanced 
Phishing Detection
1. What is PhishER?

2. How does it work?

3. What are the benefits?

**In 2024, 88% of healthcare works opened phishing emails. 

Additionally, more than 90% of all cyberattacks against healthcare 

industries are a results of a phishing scam.

Selvidge, J. (2024, August 26). 2024 cybersecurity statistics: The ultimate list of 

stats, Data & Trends. PurpleSec. 



SecurityCoach: 
Strengthening 
Cybersecurity Awareness

1. Real-time security coaching

2. Targets high-risk users

3. Integrates with existing security stack

4. 200+ SecurityTips

5. Built-in Dashboard



Upgrading to  
Windows 11

1. Deadline: 10/14/25

2. EPH Upgrade Timeline

3. Windows 11 Incompatibilities

4. Legacy Hardware



C-Cure IQ – Door and 
Badge Access Upgrade
1. Aligning with UCHealth Security

2. Standardized Door Access by Role

3. Door Access Requests

4. Decrease interruptions

5. Lockdown Procedures



HillRom –
Nurse Call System 
Upgrade
1. Beyond Traditional Lights and Tones

2. Highly Customizable & Expandable

3. Request Details

4. Staff Duress Alerts

5. Voalte Phone



Online Appointment 
Scheduling at Estes 
Park Health
1. Started in December 2024

2. How many patients?

3. In what departments?

4. Who is using this?

5. Future enhancements






